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One platform.
Three ways to deploy.

Cloud

Scans run in isolated per-tenant containers on
Aikido's infrastructure. No code stored, ever.

First scan in minutes

Hybrid Air-Gapped
All scan engines run inside your The full Aikido platform on Aikido-
network. Only scan results leave, supplied hardware. No internet required

never your code.
Delivered rack-ready

- . Z x * ¥
Security and compliance @ @ @
Learn more at trustcenter.aikido.dev X e,



Quick decision guide

Each deployment option is a complete security platform. The right
choice for your organization depends on your regulatory and
infrastructure constraints. Regardless of which option you choose,
Aikido supports you through each step of the process.

KEY PRODUCT CAPABILITIES & Cloud @ Hybrid Air-Gapped
Code Scanning o o [ )
(SCA, SAST, laC, Secrets)

Cloud Scanning () (@) O
(Misconfigurations, VMs, Containers, K8s)

Attack Surface o o o
(DAST, API, ASM, Al Pentest)

Al functionality () a [ )
(AutoFix, AutoTriage, Pentest)

KEY DEPLOYMENT CAPABILITIES

Code stays on premises O () o
Connects to cloud SCM ® o O
(GitHub, GitLab, Bitbucket)

Connects to local SCM o o [ )
(GitLab SM, ADO)

Metadata stays on premises O O o
Time to first scan 5 mins 1 hour 1 week
Client infrastructure requirements None Local VM Server room
7~ aikido aikido.dev



Cloud

Scans run in isolated per-tenant containers on
Aikido's infrastructure. No code storage.

I
| 8% Users
I
Aikido Security Cloud
APPLICATION PLANE CONTROL PLANE
Ea8 web Service ot
T | &
—

1

¢

Storage

[y
Q, Scanners

l

@} Al Engine

E Job Queue

£—J

CROSS-ZONE

ASSUMES ROLE

Permissions &
Access

]

Billing, Metrics &
Logging

CONTROL ZONE

© Trusted Access Role

No code is written to persistent storage

Best for

Teams on cloud-hosted SCM (GitHub,
GitLab, Azure DevOps, and Bitbucket)
who want to be running in minutes.

Infrastructure needed

None. Install the SCM connector from
the Aikido dashboard and select your
data residency region.

7~ aikido

Key facts

e Source code is scanned in short-
lived AWS Lambda containers;
spun up per scan, destroyed
immediately after. No source code
is written to persistent storage.

« Native SCM integrations

¢ Time to first scan: 5 minutes.

Data residency selectable at
workspace level:

o EU-west-1 + US-gov-east-1
o EU-central-1 o ME-central-1
o US-east-1 o AP-southeast-2

aikido.dev



Hybrid

All scan engines run inside your network.
Only structured finding metadata leaves, never your code.

I

Internal apps and APIs Aikido Broker _’ Aikido Broker Serwcg
Reached via Broker No inbound ports Outbound tunnel endpoint

I
Customer Network i Aikido Cloud
I
I
I
I
I
I
i
I
3 Source code | dse Findings Dashboard
GitLab SM, ADO, Local | Issue tracking, reporting

I
I
I
I
i
I

STRUCTURED METADATA !
I
I
i
I
! Al Pentesting & DAST

CI/CD pipeline Local Scanner : Reaches apps via broker
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1
| GitLab, GH Actions, Jenkins CLI, runs in pipeline
i
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
i
| .

] A Linux @ macOS 28 Windows Server & Docker Kubernetes
1
1
1
1

No source code leaves your network

Best for Key facts
¢ Organizations with on-prem Azure e The Aikido Local Scanner CLI runs + No source code is sent to the
DevOps Server, Bitbucket Data as a step inside your existing CI/CD cloud. Only structured metadata:
Center or locally-stored source code. pipeline. No new infrastructure to . . .
» Repository information (e.g. name
manage.
« A policy requirement that source and branch)
code must not leave the network « No inbound ports required for Al * Vulnerability metadata (hash, CVE,
perimeter. pentests and DAST. Internal web SRy, Eel peliey)
apps and APIs can be reached by * User info (e.g. login email)
Infrastructure needed LAY I LEleL e
 CI/CD pipeline for deploying the ¢ Time to first scan: 1 hour.
scanner CLI

o Container for broker deployment
(optional)

7~ aikido aikido.dev



Air-Gapped

Run the complete Aikido platform inside your network.
No internet connectivity required.

Aikido On-Prem Appliance

CONTROL PLANE ATTACK PLANE « Isolated Network
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v ©
88 Orchestrator ® AlAgents Scan Targets
B @
Local Al Model O )
Attack Machine = SCOPE VALIDATED

On-device inference i
Executes security tests

I against scope-validated targets only

!

=] G
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No data leaves your perimeter

Best for Key facts
Critical infrastructure, regulated o The only Al-native security tool o Optimized for Al pentesting.
finance, and government. Full available fully on-prem in an All Al inference runs locally with
network isolation required air-gapped environment. no cloud calls.
o Available as a pre-configured o Frequently updated to run the

Infrastructure needed . . .

hardware appliance, delivered latest, optimized Al model.
Rack and cable the hardware rack-ready. _ _ _
appliance, provide power, cooling, » Time to first scan: about 1 week
and noise insulation. o Software updates delivered via after hardware delivery.

physical media transfer or an

HTTPS connection.

7~ aikido aikido.dev



~~ aikido

Built for developers.
Trusted by security teams.
Deployable anywhere.

Whether your code never leaves your network or you're fully
cloud-native, you get the full Aikido platform.

Start a PoC today
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View compliance information at
trustcenter.aikido.dev

Speak with an expert
O sales@aikido.dev (- aikido.dev/contact


https://trustcenter.aikido.dev
mailto:sales@aikido.dev
https://www.aikido.dev/contact

